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ABSTRACT

VERIFICATION AND STABILITY: A GAME-THEORETIC ANALYSIS

A two-person, variable-sum 'verification game' is analyzed between an
inspector and an inspectee. The inspectee most wants its claimed compliance
with an arms-control treaty accepted, whereas the inspector most desires
actual compliance. The inspector, however, can only imperfectly detect the
actions of the inspectee.

An optimal inducement strategy of the inspector, whereby it announces a
mixed strategy to induce an optimal pure-strategy best response .
from the inspectee, is found. Given that the inspectar's detection
probabilities (of both compliance and noncompliance) are above a certain
threshold, inducement by the inspector improves its payoff and does not
significantly reduce the inspectee's, relative to the payoffs at the dominant
Nash equilibrium. Below this threshold, inducement cannot occur; the only
Nash equilibrium is noncooperative and Pareto-inferior to the other equilibria
above the threshold.

The appropriateness of the inducement and equilibrium solution concepts
is considered in the context of superpower conflict. It is suggested that
weapons such as cruise missiles that are difficult to detect and verify may
impede finding solutions that are both cooperative and stable in the

verification game,



VERIFICATION AND STABILITY: A GAME-THEORETIC ANALYSIS

Steven J. Brams and D. Marc Kilgour

1. Introduction

Arms control between the superpowers seems at a dead end unless the
provisions of any treaty they negotiate can be verified. In a recent
assessment, one expert argued that "verification has become the most
important standard against which arms control agreements —— both past and
prospective -~ are measured" (Potter, 1985, p. 1), and then went on to
point out that

five years ago ... verification was a contentious issue
in the arms control debate, but it was not the decisive
one. Today, this situation has changed, and verificatien
stands as the litmus test by which arms control propesals
are assessed (Potter, 1985, p. 4).
Another expert expressed a similar viewpoint about the primacy of verifica-
tion:
The ability of the United States to verify Soviet compliance
with the provisions of arms control agreements ... has
been taken by many as a fundamental requirement for estab-
lishing that a treaty is in the interests of the United
States (Richelson, 1985, p. 202).

The formal analysis of verification, based on strategic models of
rational choice, has a curious history. Twenty years ago, such analysts
as Maschler (1966, 1967) and Rapoport (1966) developed rather elaborate
game—~theoretic models to analyze the strategic implications of different
inspection procedures. Then, except for some scattered and mostly

unpublished reports, game theory and other formal tools of ratiomal

strategic analysis were not again applied to arms—control issues until



recently, We shall review some of this work in the next section but first
we shall outline the scope of this paper and its main results.

First, as a basic model of verification we shall propose a variable-
sum game, between an inspector and an inspectee, different from games that
have previously been analyzed in the literature., For reasons to be given,
we believe that this game better captures the crucial features of the
strategic conflict between the superpowers over the issue of verification.

Endowing the inspector with an ability to detect the choices of the
inspectee, but only imperfectly, we shall first analyze the payoffs of the
players from the inspector's inducing the inspectee to respond to its
announced strategy. Inducement may be thought of as a device for one
player's leading the other to do something, or deterring it from doing
something, in such a way as ultimately to benefit itself.

Next we shall systematically examine all Nash (1951) equilibria in
this game. The dependence of equilibria and inducement outcomes on the
inspector's detection probabilities-- both to ascertain compliance and
uncover noncompliance —— will be shown.

The two solution concepts of inducement and equilibrium will then be
compared, and the applicability of each to practical verification issues
discussed. Our general goal is to provide a theoretical framework for
viewing such issues, indicating what kinds of strategies are appropriate
for achieving outcomes that help to dispel distrust and stabilize
cooperatiomn.

Trust and stability are closely linked: adversaries can afford to
trust each other if an outcome is stable -- that is, a unilateral deviation
will hurt the deviator -- whether the players' choices are simultaneous

(Nash equilibrium) or sequential (inducement outcomes). Thus, if the



inspectee is robbed of the incentive to cheat, and the inspector to hide
or manipulate the information it collects, trust will be fostered.

Moreover, this is trust based not on mere blind faith but rather on
calculations of advantage and disadvantage. In the context of arms
control, we shall derive conditions under which it is more costly to
violate than not violate the provisions of a treaty when the players
choose strategies that are in some sense stable.

Thereby we are able to connect verification to stability and ulti-
mately to trust. In fact, the connection is two-sided:; wverification
can give one good reason both to trust an opponent and to be trust-
worthy to him.

This is not to say that present technologies for verifying adherence
te arms—control agreements are adequate for all weapons systems. Immense
practical problems exist in detecting the deployment of certain strategic
weapons, such as cruise missiles. An important by-product of our game-
theoretic analysis -- in addition to clarifying the qualitative notions of
stability and inducement -- is the demonstration that there are quantita-
tive thresholds, as measured by the level of detector reliability, sufficient to

ensure different kinds of stable and cooperative outcomes.

2. The Verification Game

A number of different games have been proposed as models of the
strategic situation facing a possible violator of an arms-control agree-
ment, whom we shall call Inspectee, and a detector who signals
possible violations, whom we shall call Inspector. Before reviewing
these, we shall posit our own game, which we call the (Basic) Verification

Game (VG), and then draw some comparisons between this game and others



that have been proposed as models of verificationm.

In VG we assume Inspectee may either comply with (C) or violate (i.e.,
not comply with-"-a) an arms-control agreement, but that Inspectee always
claims that he chose C, Inspector may either accept (A) or challenge
{(i.e., not accept-—-K) Inspectee's stated compliance. (Later we shall use
mixed strategies to model the possibility that Inspectee may choose any
level of compliance or noncompliance, and Inspector any degree of accep-
tance or nonacceptance, but this complication is not necessary to describe
the basic game.)

In the basic version of VG, each player has two strategies that lead
to four possible outcomes at the intersection of each pair of strategy

choices, as shown in Figure 1. We assume that the payoffs to the players

Figure 1 about here

are normalized, so that the best outcomes for Inspectee (ROW) and Inspector
(COL) have utilities ry = 1 and ¢4 = 1, and the worst have utilities
r; = 0 and ¢; = 0, respectively. The players' next-best payoffs are rj

and c¢g, and next-worst ry and cp. In summary, the payoffs satisfy

0

r] < rp < r3 <ry =1
0=c) ©cp <cg <y =1
VG is defined by the payoffs at the four outcomes shown . in Figure
1. These payoffs are assumed to be cardinal utilities and are indicated
by ordered pairs (ri, cj). For example, (r3, 1) at the upper-left outcome
of Figure 1, associated with the strategies C and A, gives ROW its next-—
best payoff and COL its best payoff.

The payoff rankings in VG can be characterized by the primary (1) and



FIGURE 1

THE BASIC VERIFICATION GAME (VG)

Inspector (COL)

Challenge/ _
Accept (A) Don't accept (A4)
Comply (C) (rz, L (0, ca) (s)
Inspectee {ROW)
Violate/
Don't comply (C) 1, o (rz, c3) (1 - s)
(u) (1-u)

Key: (ri, cj) = (payoff to ROW, payoff to COL)

Normalizatiom: O =r1; < r, < ry < r, =
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0=c) <cp <cyg<cey =1



secondary (2} goals of each player:

ROW (Inspectee)

1. Prefers COL accept its claimed compliance (two best outcomes
assoclated with A, two worst with K).

2. Prefers to violate agreement (whether COL chooses A or K,
ROW prefers E).

COL (Inspector)

1. Prefers ROW comply (two best outcomes associated with C,
two worst with C).
2. Prefers policy of tit-for-tat (if ROW chooses C, COL prefers
A; if ROW chooses E, COL prefers A).
These goals determine a lexicographic order (Fishburn, 1974), whereby the
primary goal distinguishes the two best from the two worst outcomes for
each player; given this distinction, the secondary goal orders the two best,
on the one hand, and the two worst, on the other, for each player.
Thus for ROW, its primary goal says that its two best ocutcomes are in
the A column of Figure 1, and its secondary goal says that between these
two outcomes it prefers the one associated with C. Therefore, its payoff
from strategy pair CA is ry, = 1, and its payoff from strategy pair CA is
ry; similarly, between its two worst payoffs in the A column (as implied
by its primary goal) its secondary goal says that CA yields r, and CA yields
ri = 0.
The primary goals of each player would certainly appear plausible:
ROW would want its claimed compliance accepted, and COL would want actual
compliance. Also, ROW's secondary goal, if morally dubious, is probably
realistic in many situations. For if wviolating an agreement

were not profitable, then there would be



no reason for ROW not to comply, making for a trivial game with a mutually
best (1, 1) outcome.

Similariy, COL's secondary goal seems eminently defensible. First,
given ROW chooses C, COL's preference for A is reasonable, for why should
COL not cooperate by choosing A when ROW cooperates by choosing C? The
second part of this tit-for-tat goal seems equally reasonable -- that is,
for COL to be most hurt when it accepts a violation.

If the reasonableness of the goals of the players is not at issue,
the question of which goal is primary and which is secondary may be more
controversial, Conceivably, ROW may prefer violating an agreement over
having it accepted by COL, and COL may prefer a policy of tit-for-tat
over ROW's compliance. A reversal in the priocrity of primary and second-
ary goals by one player would give rise to two new games, and a reversal
by both would generate a third.

Different variable-sum games have been analyzed by other theorists.
For example, Rapoport (1966, pp. 169-185) applied a number of different
solution concepts to a game between an inspector and an evader, in which
the primary and secondary goals of the inspector duplicated ours in VG,
However, the evader had a primary goal of deceiving the inspector -~ not
simply having its claimed compliance accepted; its secondary goal was
the same as our inspector's primary goal. Maschler (1966, 1967)
proposed more elaborate inspection games, involving chance and an
inspector who could decide whether or not to investigate a suspiciocus
event. In his model, Maschler assumed that the inspector could announce
and commit itself to a mixed strategy, against which the potential
violator would maximize its expected payoff.

Brams and Davis (1985) and Brams (1985, ch. 4) used this idea of



inducement, which was originally proposed by Stackelberg (1934) to study
price leadership, and applied it to a "truth game" to model superpower
verification. In this game, which reverses the priority of the primary
and secondary goals of the inspector but not the evader in Rapoport's

"guarantee' strategles.

(1966) game, they investigated both "inducement' and
More specifically, they analyzed the benefits that not only the inspector
but also the inspectee could realize by inducing the other player to respond
to it, comparing these with the payoffs that the players could guarantee for
themselves whatever the opponent's choice (analogous to minimax/maximin
strategies in two-person constant-sum games), More recently, Brams and
Kilgour (1986) studied the Nash-equilibrium strategies of the players in
Rapoport's inspector-evader game and the truth game.

Fichtner (1986) compared various game-theoretic approaches the inspec-
tion and verification of arms-control agreements; as well, he applied
similar solution concepts to auditing, consumer protection, and nuclear
safeguards. Avenhaus's (1986) treatment of the latter issue, in particular,
makes significant use of game theory; among other things, he finds optimal
strategies for an inspector, with goals the same as ours in VG, to induce
compliance by an inspectee, whose primary but not secondary goal is the
same as ours in VG,

There is probably no '"best" game to model all aspects of verification.
We have already justified VG in terms of the primary and secondary goals
of the players, but it is worth noting why the VG ranking seems especially
plausible in the case of the superpowers. Consider each of the four out-
comes in turn, and assume that one superpower (ROW) contemplates cheating on
an arms-control treaty and the other (COL), which monitors its compliance,

can challenge possible violation:
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EA-m-(l,O): A successful violation of a treaty, giving one side
a substantial edge in the arms race, would certainly
seem the best outcome for ROW and the worst for COL.

CA-—-(r3,1): This is the best outcome for COL, for it validates
the treaty, but it is definitely inferior for ROW
because an unchallenged violation could give ROW
the edge mentioned above.

CK-"-(O,C3): COL gets complaince but, without at first recognizing
it, creates some distress for itself by erroneously
challenging ROW; for ROW, on the other hand, a false
charge of cheating is its worst outcome, undermining
the benefits of the treaty for no gain.

EK-"-(rz,cz): A rather unsatisfactory outcome for beoth sides, because
COL's justified challenge of violations underscores the
treaty's fragile status, perhaps leading to its
abrogation.

One might contend that CA would be higher than next-worst in COL's
preferences, for challenging noncompliance is certainly in COL's interest.
We believe, however, that COL would prefer compliance at CA to noncompliance
at EX, even though compliance at the former outcome includes the embarrass-
ment of a false charge.

The reason for this preference is that the damage done by an unjustified
accusation can more easily be undone than that of an actual violation, even
detected and challenged. After forty years of conflict, both superpowers
almost certainly would prefer to have their adversary adhere to SALT and
other arms—control treaties, even at the cost of occasionally making

unsubstantiated charges, than to catch their adversary in a lie and challenge



11

real violations.

Whether c; and c3 are interchanged in VG, however, makes no difference
for the rational strategy choice of ROW, which is to choose C. For this
strategy is dominant: whether COL chooses A or ﬁ, C is better than C for
ROW. In a game of complete information, COL would know that ROW has an
unconditionally best strategy choice, and presuming ROW would choose it,
COL could do no better than choose K, leading to (rp, cp).

This is the unique Nash equilibrium in VG: once at this outcome,

neither player would have an incentive to depart from it unilaterally
because it would do worse if it did. Unfortunately for both players,

however, this outcome is Pareto-inferior: it is worse for both players

than (r3, 1). Yet the latter outcome is not in equilibrium because ROW
has an incentive to depart from it to (1, 0), its best outcome.

The Pareto-inferior ratiomnal solution to this game can be circumvented
if, assuming ROW chooses its strategy first, COL has perfect information
about ROW's choice and ROW knows this. In this case, it is easy‘to show
that COL would have a dominant strategy of tit—-for-tat --choose A if ROW
chooses C, and A if ROW chooses C -- and Row, anticipating this dominant-
strategy choice, would choose C, resulting in (r;, 1), a Nash equilibrium
in the resulting 2 x 4 game.

But, of course, the superpowers in general will have only imperfect
information about each other's choices when each plays the role of Inspector
in VG. How, then, can they use their imperfect detection equipment to
choose optimally? 1In the next section, we shall propose two different

notions of "optimal"™ and analyze how rational strategies in each case depend

on the quality of the detection equipment in a more realistic version of VG.
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3. Inducement in the Verification Game with Detection

We assume that COL is equipped with a detector and has the option of
consulting it before choosing A or A, COL's detector is characterized by
parameters x and y, which are conditional probabilities that describe its

reliability and are assumed to be known by both players:

x = Pr{detector signals violation|ROW chose C}

y = Pr{detector signals no violation|ROW chose C}
Note that O £ x, v £ 1, The detector is perfect when x = y = 1 and would
seem worthless when x and/or y are near or at 0.

We assume that ROW chooses its strategy before COL. ROW has two
pure, or single, strategies, C and E, so its mixed strategy, which is simply
a probability distribution over its set of pure strategies, can be repre-
sented by a single probability s:

Pr{ROW chooses C} = s,

Because COL has a detector, its choices are more complicated. Besides

its two pure strategies, A and E, which we treat as unconditional choices

(i.e., made without consulting the detector), it has a third pure strategy
of consulting its detector (D). If COL chooses D, we assume it will fellow
a policy of tit-for-tat by picking A if the detector signals a violation
and A otherwise., Altogether, we represent COL's mixed strategy by two
probabilities, t and u, where

Pr{COL chooses D}

Il
[ns

Pr{COL chooses A}

u
0f course, Pr{COL chooses A} = 1 - t - u, just as Pr{ROW chooses C} = 1 - s.
Because the mixed strategies are probabilities,

0<s=<1; 02u=<l;y 02t=1l; u+tz=<l;

the latter sum is the probability that COL chooses either A or D ~-- that is,
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does not choose A.

We have indicated the probabilities of ROW's choices € and C (s and
1 - s), and the unconditiomal probabilities of COL's choices A and A (u
and 1 - u), in parentheses to the right and below these strategies in
Figure 1. Combining these probabilities with the probability, t, of COL's
consulting its detector (D), and thenm choosing either A or K, we obtain
probabilities that each of the four possible outcomes of the game will
occur:

CA: s{u + ty)

CA: s{(1l —u - ty)

CA: (1 — s)(t +u - £x)

Ca: (1 - s)(1 —‘t - u + tx)
For example, CA is chosen when ROW chooses C (with probability s) and COL
chooses either A unconditionally (with probability u) or consults its
detector (with probability t) and, detecting no violation (with probability
v), chooses A.

These outcome probabilities may now be combined with the payoeffs that
the players obtain at the outcomes (see Figure 1) to give the plavers’
expected payoffs (E's) in VG. To simplify notation, we shall henceforth
distinguish the E's by subscripts R (for ROW) and C (for COL):

ER(S; tyu) =s(u+ty)ra+(1-s){t+u-tx)+ (1-s){l-t-u+ tx)T,
EC(t,u; s)=s(u+ty)+s(l-u~ty)ca+{l-s)(l-t-u+tx)e,

In the Appendix, we show that the maximin strategies for ROW and COL
—— that is, the strategies that maximize their minimum expected payoffs,
whatever the opponent does——-are s = 0 and u = t = 0, respectively. These
strategies, which are for ROW always to choose C and for COL always to

choose A unconditionally (and never consult its detector), give the plavers
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maximin values of r, and cj, respectively. Recall that these are the pay-
offs to the players from choosing their Nash-equilibrium strategies in
the Figure 1 game (without the possibility of detection by COL).

Later we shall investigate the Nash equilibria that arise when COL
has an imperfect detector that it can use to try to discern ROW's (prior)
strategy choice. They can be different from the unique Nash equilibrium
in the Figure 1 game without detection.

First, however, we shall investigate how COL, by announcing and com-
mitting itself to a mixed strategy (u, t), can induce ROW to respond to
this strategy in such a way that COL maximally benefits. As we shall
show, COL's optimal inducement strategy depends on its detector's having
detection probabilities, x and y, above a certain minimum. We shall
assume, for this exposition, that both x < 1 and vy < 1; this assumption
is dropped in the Appendix.

Because ROW has only two pure strategies, COL can induce either one
or the other by arranging that it be ROW's unique best response. It
cannot induce a mixture since no mixed strategy could constitute ROW's
best response unless all do, which is to say that no strategy, pure or
mixed, is better than any other.

We show in the Appendix that s = 0 (always choose C) is a best res-
ponse for ROW to any strategy of COL if

x(1 - rp) + yry < 1.
But then COL cannot receive more than c¢,, whereas if s = 1 COL cannot
receive less than c3 > ¢, (see Figure 1).

Obviously COL would prefer to induce s = 1, and he can do so provided

that

x(1 - r3) + yr3 > 1,
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We show in the Appendix that, under this condition, COL induces s = 1,

and benefits maximally, when it chooses

- +
x(l-1rp) = 1 + yry 1 -rg
Y x(l-15) = rg+yry poe=l-u= x(1-15) -rgy + yrj ’ (2)
where the "-" and "+" superscripts indicate values slightly less and greater,

respectively, than those given in the brackets. This strategy makes s =1
ROW's unique best response, and among all strategies that do so this cne
maximizes COL's expected payoff.

What are the benefits to COL of its optimal inducement strategy? It
turns out that this strategy vields COL

x(1-1p) - (1=y)(L-cg+cgry) |”

’

* = : =
EC Ec(u, t; 1)

x(l-ry) - (1-y)ry
and cg < EC* < 1. Thus, COL receives strictly more than its next-best pay-
off of cg; it receives somewhat less than its best payoff of 1 because of
detector unreliability.

For ROW the benefits are not so great -- in terms of the comparative

rankings of the players —- but neither are they terrible:

x(l-15) =1 +y -
x(l—rz)—r3+yr3 ’

ER* = ER(l;Lh t) = r3(
and rp < ER* < r3. In other words, ROW receives strictly more than its
maximin value of 15, but strictly less than its payoff at the "cooperative"
outcome (r3, 1), when s = u =1 and t = 0.

Indeed, (rj, l)_give a better payoff to both players than what COL
can induce, so inducement is Pareto-inferior to the pure-strategy outcome
(r3, 1). Moreover, even these inferior inducement payoffs are unattainable

unless the conditional detection probabilities, x and vy, are sufficiently

high that inequality (1) is satisfied. Given that (1) is satisfied, COL
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can induce either s = 0 or s = 1; by choosing u and t accerding to (2),
it will induce (ER*, EC*), which is certainly better for both players
than (r;, c;) (obtained by optimally inducing s = 0), even if it is
Pareto-inferior to (rj3, 1).

It might be thought that ROW could turn the tables on COL and
induce COL to respond to its own mixed strategy. However, ROW would
have no reason to announce that it might ever choose C --violate the
treaty -— because this could only steer COL toward the choice of K, which
leads to ROW's two worst outcomes.

In the next section we assume that COL is not able to seize the
initiative and announce its optimal inducement strategy to evoke a best
response from ROW. Instead we ask whether COL, again with only an
imperfect detector, and ROW can simultanecusly (or at least in ignorance
of each other) choose strategies such that neither would have an incen-

tive todepart from its choice unilaterally.

4. Nash-Equilibrium Strategies

Assume that ROW does not respond to COL's prior choice -- as under
optimal inducement by COL —- perhaps because COL is unable to make a credible
commitment to a particular mixed strategy. Rather, suppose that both
players, knowing that COL can imperfectly detect ROW's prior choice, act
in light of this knowledge (i.e., of the conditional probabilities, x
and y) and the payoffs of VG shown in Figure 1.

Under the assumption that x > 0 and v > 0 (i.e., the detector has
nonzero probabilities of being correct), we derive in the Appendix all
Nash equilibria in VG with detection. These equilibria can be classified

inte five distinct groupings:
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I. Cooperative Equilibrium, with payoffs of (r3, 1). Since this

equilibrium requires y = 1 (perfect detection of compliance by COL) it is
unrealistic and we shall not consider it further.

II. Noncooperative Equilibria, with payoffs of (r,, c;). These

equilibria can always (i.e., for any values of x and y) be achieved by
COL's choosing A for certain and ROW's choosing C for certain. If x=1, COL
may instead consult his detector some of the time without changing the
equilibriium.

In any event, these equilibria give the players only their maximin
values and are dominated by all other equilibria whenever other
equilibria exist (more on this point below).

ITII. Constant—Detection Equilibrium, with payoffs

(yr3, xco + slecy + y(1 - cp) - %cyi),
where x(1 - ry) + yr3 = 1. COL always consults its detector at this
equilibrium and so follows a policy of tit-for-tat. This equilibrium
is not very important because it occurs very rarely -- only when the
values of x and y precisely satisfy a linear equation.

IV. Never—-Accept (Unconditionally) Equilibrium, with payoffs

( yrars ycp(l=c3) + (1-x)cocy )

yrz — (1 = x)(1 = rp)’ y(l - c3) + (1 - x)cy
where x(1 - rp) + yry > 1. COL either consults its detector or chooses
A but never chooses A; because this equilibrium is dominated by V below
(i.e., V is better for both players than IV), it will not be considered
further.

V. QRever-Challenge (Unconditionally) Equilibrium, with payoffs

x(1 - rp)ry - (1 - y)rj XCp
x(1 - 13) - (1 =-y)ry3’ (1 - y)(1 - c3) + xcy J’

where x(1 - rp) + yr3 > 1. COL either consults its detector or chooses A
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but never chooses A.

To summarize, we have dismissed T as unrealistic because perfect
detection is unattainable, III as unimportant because it almost never
occurs, and IV because it is dominated by V. We also show in the
Appendix that IT is dominated by V (when V occurs); only the CA form
of II will be considered here for the x=1 variant requires perfect
detection.

This leaves ITI and V. If

x(1 - rp) +yry <1, (3)
IT is the only equilibrium. The unshaded region below and to the left

of the line shown in Figure 2 satisfies inequality {(3).

Figure 2 about here

Thus, if the detection probabilities, x and y, are so low as to
satisfy (3), only strategies associated with the Noncooperative Equilibrium

are stable in VG, Formally, these strategies are

where x < 1.

The situation is a little better for the players if equality holds in
(3), for Equilibrium ITI, which dominates II, then exists. But this
occurs only on the line x(1 - rp) + yry = 1, shown in Figure 2.

The picture is still brighter if inequality (3) is reversed, which
is in fact inequality (1) in section 2. If x and y are sufficiently high
that x(1 - rp)+ yry > 1, then ROW and COL can obtain the payoffs given by
Equilibrium V. Of course, Equilibria IT and IV are also available in this
region, which lies above and to the right of the lime x(1 - r;) + yr3 =1,
shown in Figure 2. Presumably, however, the players will choose the

dominant equilibrium in this region —— that which is better for both players.
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FIGURE 2

REGION (SHADED) IN WHICH EQUILIBRIUM V DOMINATES ALL OTHER NASH
EQUILIBRIA AND INDUCEMENT IS POSSIBLE
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Consider the region in which Equilibrium V exists and is dominant.
This region, which is defined by inequality (1), is also the region in
which COL can induce ROW to choose s = 1 (i.e., always comply), as shown
in section 3.

A comparison of -COL's payoff at Equilibrium V with what it can obtain
through optimal inducement is instructive. As shown in the Appendix, COL
does better under optimal inducement, obtaining EC*, than it does at
Equilibrium V; ROW does marginally worse.

In fact, COL's optimal inducement strategy given by (2) is almost
identicalto its strategy at Equilibrium V (see Appendix for details).

In either case, COL sometimes consults its detector, sometimes chooses A,
but never chooses A without first consulting its detector. ROW's
Equilibrium V strategy is mixed (see Appendix), but of course its best
response to COL's optimal inducement is pure (C).

As the detection probabilities, x and y, apprecach 1--allowing for
perfect detection —— the payoffs to the players approach (rj3, 1) both
under optimal inducement and at Equilibrium V. In other words, the
players can come closer and closer to the payoffs of the Cooperative
Equilibrium (I) as detection improves, which is a hopeful sign in VG.
Moreover, COL need never resort to choosing A unconditionally —- before
consulting its detector —- as long as inequality (1) is satisfied.

Only below the line shown in Figure 2, where inequality (3) is
satisfied and detection is relatively poor, do the players have no
equilibrium strategies other than always to choose C and A. Above this
line, it is advantegeous for COL sometimes to consult its detector and
sometimes to accept unconditionally. Thismixed strategyevokes greater
compliance from ROW, which renders the outcome at Equilibrium V stable and

yields higher payoffs to both players than are available at any other Nash

equilibrium.
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However, whenever Equlibrium V is available, it i1s always in COL's
interest to attempt optimal inducement, for this approach would
substantially improve COL's expected payoff without any significant
effect on ROW's, We illustrate these ideas with a numerical example:
if rp = .2, r3= .7, ¢co = .4, cg3 = .7, and x =y = .8, then (1) holds,
and the players have equilibria II, IV, and V available, paying (.2, .4),
(.28, .48), and (.62, .84), respectively. At equilibrium v, ROW complies
84% of the time; COL consults its detector 60% of the time, and accepts
unconditionally otherwise. For optimal inducement, COL credibly commits
itself to consulting its detector slightly more than 60% of the time
and accepting unconditionally otherwise. ROW's best response is to
increase compliance to 100%, and the payoffs become (.627, .96 ); hence,

COL's gain of almost .12 is achieved at essentially no cost to ROW.

5. Conclusions

There are both auspicious and inauspicious implications of our
analysis of the Verification Game with detection. Inauspiciously, the
detection probabilities must be above threshold values before the detec-
tor can be helpful at all, or inducement by Inspector is worth trying.
Indeed, below these values the detector is worse than useless and should
never be consulted. Instead, the players' strategies of always violating
and always challenging are the only strategies in equilibrium.

Auspiciously, though the players' noncooperative strategies remain
in equilibrium above the threshold values, this equilibriumis dominated by
more cooperative equilibria that yield higher payoffs for both players.
These equilibria involve mixed strategies, whereby Inspector sometimes
relies on its detector, sometimes accepts (unconditionally)

Inspectee's claimed compliance, but never
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challenges unconditionally. Inspectee's equilibrium strategy is also
mixed, but between compliance and noncompliance, with the probability
of compliance rising as Inspector’'s detector improves.

By announcing a mixed strategy to which Inspectee responds,
Inspector can induce a pure-strategy response by Inspectee that
raises Inspector's payoff above its greatest Nash-equilibrium wvalue (in
the shaded region in Figure 2). Inspectee is slightly hurt in this
region when it is induced to comply.

Whatever the differences between the inducement and equilibrium
payoffs, the key to "solving" the Verification Game lies not so much in
the solution concept selected but in being the favorable region (shaded
in Figure 2), which triggers both the possibility of inducement and Nash
equilibria that are Pareto-superior to the Noncooperative Equilibrium.
Inducement probably makes most sense if there is a third party or neutral
inspector, which can credibly announce acceptance conditions to which the
parties to a conflict will respond. On the other hand, in a two-person
game between adversaries such as the superpowers -- wherein each
adversary plays the role of both Inspector and Inspectee —- the Nash-
equilibrium strategies may be more sensible because of their symmetry with
respect to the players.

It is difficult to say whether the verification equipment of the
superpowers is sufficiently good to place them in the favorable region.
Nevertheless, the nuclear arms-control agreements reached so far, though
limited in scope, argue against unbridled pessimism.

Verification of the most significant agreements that the United
States and the Soviet Union have achieved, beginning with the Limited
Nuclear Test Ban Treaty prohibiting nuclear weapons tests in the

atmosphere, outer space, and under water in 1963, has been based on
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"mational technical means' (NTM). The use of NTM means that each super-
power relies primarily on its own surveillance of the other side's
activities, using reconnaissance satellites and the like. The importance
of NTM since the early 1960s should not be underestimated; in fact, with-
out NTM, there would be no Verification Game.

Perhaps we cannot be so sanguine about new and future weapons systems,
including these, like cruise missiles, that are highly mobile or those,
like anti-satellite weapons, that are hard to detect for technical reasons.
Yet, because it is in both sides' interest -- whether in the role of
Inspector or Inspectee —— to be in the favorable region, our analysis
suggests that each side's apparent obsession to conceal as much as possible
is probably ill-founded.

It is worth stressing that stability, except of the noncooperative
kind, is impossible unless detection thresholds are reached and surpassed.
In the absence of such stability achieved by equilibrium or inducement,
verification will surely fail, for the rational strategies of players -- to
violate and challenge —— will undermine it. Thus, an overarching goal of
verification, we believe, must be to develop procedures for exceeding the
threshelds at which cooperative behavior is stabilized. The players have
a mutual interest in being both more compliant and more willing to develop

and allow the use of better detection methods.
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APPENDIX

Mayximin Strategies and Values

We begin by calculating the maximin strategies and values for the
players in the Verification Game with detection, defined in section 3,
where we showed that the expected payoffs of ROW and COL are

ERG;t,M = s(u+ty)ry + (1-s)(t+u-tx) + (1-8)(l-t-u+tx)rp

Ec(t,u; s) s(u+ty) + s{l-u-ty)eg + (1-s)(l-t-u+tx)es

Observe that ER can be rewritten as
Ep(ssu, ) =(l-s)ry+ulsrg+(1=-s)(1-r) ] +elsyrg+ (1 -x) (1L -1yl
Since the coefficients of u and t in (A3) are non-negative, it follows

that

min ER(s; u, t) = ER(S; 0,0 = (1 - s)r,,
u, t

which is maximized by s = 0. Thus, ROW's maximin strategy is s = 0, and
its maximin value 1is r,. These maximin results are identical to those
for VG without detection.
To find COL's maximin strategy, note from (A2) that
aEC
rrale (c3 —cp) +ull = c3+cp] + tfy(l - c3) + (1 - x)cy]>0.
From (A4) it follows that

min Ec(u, t; 5) = EC(u, t; 0) = (1 - u ~ t + tx)cy,
)

so COL's maximin value is cy, and its maximin strategy is u = 0, t = 0 (or,

if x = 1, u = 0, t arbitrary). Again, these maximin results are the same

as for the no-detection case.

(Al)

(A2)

(A3)

(Ad)
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Inducement by COL

Inducement occurs when COL announces in advance its (mixed) strategy,

inviting ROW to make its best response. 1In some detection games (Brams

and Davis, 1985; Brams, 1985, ch. 4), COL can do better by means of this

strategem than by the players' simultaneously selecting maximin strategies.

Since ROW has only two pure strategies, COL can induce only one or

the other (C or E). Suppose that COL has chosen some u and t, and consider

what ROW's best response is. From (Al) it follows that

JE
_é_s-‘,]i= ) +u[r2 + ry - 1] + t[yr3 - (1 -x01 - rz)].

Assume first that x(l1-r,) + yry £ 1. Then

yra - (1 = x)(1 - rp) = x(1 - 1y3) +yr3 -1+ 71,5 €15y,
so by (45),

BER

ES—r2+ur2+tr2=-—r2+r2(u+t)SO

since u + t £ 1.

We have shown that s 0 is ROW's best response to any strategy of
COL if x(1 - rs}) + yrg £ 1. Thus, COL cannot induce s = 1 in this case.
This puts COL in an unfavorable position, for it is easy to verify from
(A2) that COL cannot receive more than ¢, if s = 0, and cannot receive
less than ¢3 > ¢, if 5 = 1.
Now assume that (see Figure 2)
x(L - 15) + yr3y > 1.
Then yr3z - (1 - x)(1 - rp) > ry, and it is easy to show from (AS5) that

BER

as

> 0, so COL induces s = 1 iff (if and only if)

ry, +u(l - r3 - 1y)

z yr3 - (1-x)(1-1y)

But t €1 - u is also required, so u must satisfy

(A5)

(46)

(A7)
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r2 +u(l - r3 - ry)

yra - (L-x)(1=-13) <l-wu,

which can be proven to be equivalent to

x(1L - ;) =1+ yr3

u

< X(l-rz) - I3 + ¥ra * (Aa)

[From (A6), the right side of (A8) is well-defined; the numerator is positive
and less than the denominator.] Hence, we have shown that, if (A6) holds,
COL can induce s = 1 by choosing any u 2 0 satisfying (A8), and then any
t £ 1 - u satisfying (A7).

We now ask which, among the choices of u and t that induce s = 1, does
COL most prefer? This choice will make COL's inducement optimal. From (A3)
it follows that

Ec(u, t; 1) =c3 + (1 - c3)(u+ ty),

so¢ COL maximizes its expected payoff by choosing (u + ty) as large as possible.

If v <1, COL must choose

x(l-1r5) - 1 + yrs3 - 1 -1r4 +
u = ;t=]_—u= . <A9)

x(1-1r5) - r3tyrs x(1-15) - r3 + yrg
If vy = 1, any u satisfying (A8) and t = 1 - u is sufficient.
We have shown that, if (A6) fails, COL cannot induce any strategy of
ROW other than s = 0; COL then obtains at most c¢;. If (A5) holds, COL can
induce either s=0 or s = 1,
We next show that optimal inducement of s = 1 is indeed beneficial to

COL. Substituticn of (A9) and s = 1 into (A2) vyields

x(L-15) - (L -y)(L~cy+ C3r3)]_
(a10)

EC* - EC(u’ £ 1) = [ x(1-13) - (L-y)rs
[The right side of (Al0) is well-defined since the denominator exceeds the
numerator, and the numerator exceeds x(l-r3)- (1-y) > x(1-1r;) + yr3-1> 0,
by (A6).]

Next we show that optimal inducement yields COL strictly more than Cg
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by evaluating

x(L - 15) - (1 -y)(1 - c3 +c3r3) —x(1 - rp)cg - (1 - y)racy

x(1 - 15)(Q =c3) =~ (1L =-9)(1 - c3)

(1 -c)[x(1-1)-@0Q-w1]>0.
It is now clear that cg < EC* < 1,

Finally, we determine the effects of COL's optimal inducement on ROW
by substituting (A9), and s = 1, into (Al):

x(1 - 1'2)-].+y

ER* = ER(l; u, t) =T, (Al1)

x(1 - rp) - ra + yry
[Again it is easy to use (A6) to show that the fraction on the right side
of (All) is well-defined.] To show that COL's optimal inducement yields
ROW more than rp;, we calculate

x(1 - ro)rz - (1 - y)ry — x(1 - ro)ry + (1 - y)rory

= (1l -r))lx(rz -ry) - A -yr3] >0

because, by (A6),

yrg - (1 - x) - xr, > 0,
so that

yry - r3{l - x) - xr, > 0,

It now follows that r, < ER* < Tra.

Nash Equilibria

We now determine all Nash equilibria of VG with detection. To avoid
trivialities, assume that the detector satisfies x > 0 and v > 0.
We first identify all those equilibria with s = 1. From (A2),
Ec(u, t;1l) =cg+ (u+ty) @A - c3),
so that at any equilibrium with ¢ = 1, COL must maximize (u + ty) because
1l -c3 > 0. Thus, for an equilibrium with s = 1, either u =1, t = 0,

or if y = 1, u is arbitrary and t = 1 - u.
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To begin with, suppose y < 1. If u = 1, £t =0, (Al) shows that
ER(S; 1,00=1-s(1 - r3).
But since 1 - r3 > 0, the choice of s = 1 does not maximize ROW's expected
payoff; therefore, there are no equilibria with s = 1 if y < 1.
We next search for equilibria with s = 1 under the assumption that

y=1. Ifu=1-1t, then (Al) shows that

ER(S; 1-t, t) = 1-tx(l-15) + s{tx(1-1r3) -~ (1-13)].

It follows that s = 1 maximizes ROW's expected payoff iff

1—1'3
> ——
EEXAE S o)’
l-r3
which, because t £ 1 is required, can be arranged iff x 2 1 -2, °
- Lz

It can be verified that these necessary conditions are alse sufficient.

We can now characterize all Nash equilibria with s = 1 in VG:

I. Cooperative Equilibrium. There is an equilibrium with s = 1 1iff

l-r
> 3

X Z and vy = 1, In this case, these equilibria are precisely

l-l'z
those combinations of strategies satisfying
1—1'3

= . = -_ > ——
s 1; u 1 t, t = X1 - 1) °

Payoffs at any equilibrium of type I are (r3, 1). [

Analogously, we can identify all equilibria with s = 0. First,
from (a2),

EC(u,t; 0) =1 -u-tl-x)]c,,

s0 COL maximizes its expected payoff by picking u 0, £t =0, or, if
x =1, u=20, t arbitrary. If x < 1, then by (Al),

Epls; 0,0y = (1-9)r3,

so s = 0 is indeed a best response for ROW. If x 1, then (Al) shows
that

ER(s; 0,t)=r1r, + s[tyry - r;],



so 8 = 0 maximizes ROW's expected payoff 1iff

(This inequality holds for any choice of t if y € ry/rg; if v > rp/ryg,
some values of t are excluded.) Because the above necessary conditions

can also be shown to be sufficient, we have

I1. Noncooperative Equilibria. There are essentially two equilibria of

this type. The strategy combination

is type IIa. There are no other equilibria with s = 0 unless x = 1,

in which case the equilibria with s = 0 are precisely those strategy

combinations satisfying

which is type IIb. At any type II equilibrium, payoffs are (r;, c5). [

Having identified all equilibria with s = 0 or s = 1, we turn to the
case 0 < 8 < 1, Differentiation of (Al) vields

BER

as

= ~-r; +ufry + r3 - 1] + tlyrg - (1 - x)(1 - ) ]. (A12)

3E
Observe that s 0 at any equilibrium with 0 < s <« 1, It follows that

there are no such equilibria with t = 0, for, if t = O,

EER
=% © "Iz + u[r, + ry - 1] < max{-r,, r3 - 1} <0

by (Al2). Now suppose that (see Figure 2)

x(1 - rp) + yry < 1.
Then

yra=(1=-x)(1-1p) =yrz+x(l-rp)-(l-1rp) < 1=-(l-1y) = 1y,
so that (Al2) vyields

dE
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-since u + t < 1, Again, no equilibrium with 0 < s < 1 can exist.
Thus, to find all equilibria not of types I or II, we may assume that
(see Figure 2)
x(1 = rp) + yry 2 1; (A13)
further, we need only consider strategies for COL with t > 0. First,
consider the case u = 0, t = 1. Substitution in (Al2) shows that
-rp + [yr3 - (1-x)(1-1r3)] =0,
which is equivalent to
x(1 - r3) + yr3 = 1,
is necessary. From (A2),
Ec(u, t; s) =scy+ (L-s)eco+uls{l-cy) - (1-8)cpl+tlsy(l-c3)-{1-5)(1-x)cs,]
which we write as
Ec(u, t; 8) = H + uK + tL, (Al4)
with H, K, and L defined appropriately. By calculus, the choice u =0, t =1

maximizes (Al4) iff

The condition L =z 0 is easily seen to be equivalent to
(1 - x)cy

y) = y(1 - c3)+(1 -~ x)cy *

5 2 sz(x,

and the condition L =z K is equivalent to

XCo

s = Su(x’ y) = (1 - y)(1 = c3) + xcp

It 1is obvious that 0 < sp < 1, with equality iff x = 1, and 0 < s = 1,
u

with equality iff y = 1. Finally,

s, ~ Sp co(l —cy)x+y -1]1 >0
since x + y » x(1 - r3) + yr3 = 1,

It can be verified that these necessary conditions are alseo sufficient

for an equilibrium with u = 0, t = 1. In summary, we have
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III. Constant-Detection Equilibrium. There is an equilibrium with

0<s<1l,u=0, and t =1 iff x(1 - r;) + yr3 = 1. In this case,

such equilibria are precisely those strategy combinations satisfying

Payoffs at any equilibrium of type III are

(yr3, xc; + sfcg + y(1 = ¢p) - xe]). [0

Next, under the assumption that (Al3) holds, we search for equilibria
with 0 < £t < 1 and u = 0, and, of course, 0 < s < 1. Substitution in (Al2)
shows that

-ro + tlyra - (1 - x)(1 - ;)] = 0,

which is equiivalent to

I

yry - (1 - x)(1 - rp)

t=tylx, y) =

[As noted above, (Al3) ensures that the denominator of this fraction is at
least r, so that O < tﬂ £ 1, with equality precisely when equality obtains
in (al13).]

Now consider (Al4). If the choice 0 < £ < 1 and u = 0 maximizes
COL's expected payoff, it is necessary that L = 0 and K < 0. As above,
L=201iff s = sﬁ(x, y) and, assuming this to be true, K £ 0 iff

-y + sﬂ[l - c3 +cp] £0.
This relationship can be shown to be equivalent to

cr(l - ¢ep)[l - x -vy] =0,
which is certainly true, since, as noted earlier, (Al3) ensures that
x+vy > 1.

Because the above necessary conditions are also sufficient, we have

IV. Never-Accept (Unconditionally) Equilibrium. There is an equilibrium with

0<s<1l,u=0,and0 < t < 1 iff x(1 - rp) + yry » 1. In this case,

such equilibria are precisely those strategy combinations satisfying
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= 4 = 0 = .
s SE’ u y € tE
Payoffs at any equilibrium of type IV are

YraTa yep (1 = c3) + (1 - ®)epeg
yr3 = (1 = x)(1 - rp) * y{1 -cg) + (1 - X)cj3 O

Analogously, we now assume (Al3) and search for equilibria with
u=1l-¢t, 0<t <1, and, of course, 0 < s < 1. Substitution in (Al2)

and simplification shows that
1 - 1'.'3
tu(x’ y) = x(1 - rp) - (1 - y)rg

t =

is a necessary condition for such an equilibrium. [It is easy to verify
that 0 < ty < 1, with equality precisely when equality holds in (Al3).]
The choice of 0 < t <1 and u =1 - t maximizes (Al4) only if L = K and
. 2 0, As observed earlier, L. = K iff s = su(x, v), If s = 8, L=z20

iff

W
<

-(1 - x)e, + su[y(l -c3) + (1 - x)ep]
which is equivalent to

co(l - egd)fx+y - 11 2 03
the latter inequality is a consequence of (Al3).

Because these necessary conditions are also sufficient, we have

V. Never—-Challenge {(Unconditionally) Equilibrium. There is an equilibirum

with 0 < s <1, u=1-1¢t, and 0 < t <1 iff x(1 - rp) + yrq > 1. In
this case, such equilibria are precisely those strategy combinations
satisfying

s =s3u= 1 - tu’ t = tu.

Payoffs at any equilibrium of type V are

X(l - 1'.‘2)1‘3 - (l - y)r3 XCo
x(1 -1 - A -9r3° @ -9 -cy +xe3 /U

We now show that we have identified all Nash equilibria of VG with
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detection. If there is an equilibrium not already described, it can exist
only when (Al3) holds, and it must satisfy 0 < s <1, 0 <u <1 - t, and
0 <t < 1. Consideration of (Al4) shows that a necessary condition for
such an equilibrium is L = 0 and K = 0.

We have already noted that L = 0 iff s = Sp» and L = K iff s = S,
Since s, = Sp can be shown to be equivalent to

ca(l - ca)[x+y -1] =0,

and since x + y > 1 is a consequence of (Al3), we conclude that no such
equilibrium can exist. Therefore, the only equilibria of VG with

detection are those given by I-V.

Comparisons

When x(1 - ry,) + yr3 < 1, VG with detection is simple: ROW's
strategy =0 (noncompliance) is dominant, and there is a unique (except
when x = 1) equilibrium (IIa) with payoffs (r,, c;). On the other hand,
the situation is more complicated when x(l - ry) + yry > 1, for even with
X < 1 and y < 1 there are two distinct new equilibria, IV and V, as well
as the possibility of inducement by COL. We next compare these latter
possibilities.

Assume that x(1 - rp) + yry > 1, x < 1, and y < 1. First observe
that S, > sﬂ by a calculation similar to the one above. Also tu > t£ iff
1 -1, —r3 > 0, and t, = tp iff 1l - rp - ry = 0. Finally, comparison
of (A9) with the definition of tu shows that COL's optimal inducement
strategy is to consult its detector (D) just slightly more often than at
the type V equilibrium, where the proportion is tu.

We now compare the players' payoffs at type IV and type V to show

that V dominates IV, and that both dominate IIa. For COL, EC(IV) z ¢y,

with equality iff x = 1, is obvious. The inequality EC(V) > EC(IV) is
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equivalent to
xco[y(l=ca)+ (1-x)cpl > cr[(1-y) (1 -c3)+xcp]ly(l=-c3)+(1-x)cy],
which can be shown to hold iff
x[y(l=-cp) + (1-x)cp] > -y ly(l-c3) + (1 -x)c3l.
Now x > 1 - v since (Al3) holds, and
[y(l-ecn)+(1-%cpl - [y(l-c) +(1-x)c3]l=(c3~c)(x+y-1) > 0O,
again because of (Al3). This proves that (Al5) holds, and we have
EC(V) > EC(IV) > EC(II) = Co.
We now prove analogous inequalities for ROW's payoffs at these three

equilibria. First, it is easy to show that ER(IV) 2 ER(IIa) = r,, with

equality iff x = 1. The inequality ER(V) > ER(IV) can be shown to be

equivalent to

Q(y) = m - ay + py? > 0,

where m = (1 = x)[1 - x(1 - r5)], n= (1 - x)(1 + r3)- xrp, and p = rj.
1l - 13 1 - x + xrp

It is easy to verify that, if —— < x < 1, Q}y ——— | = 0. The
1 -1 T3

minimum of Q(y) occurs at y = %%, and again, it can be checked that

1 - x+ xr -r
2 . ——————————&, for ——2 < x < 1. This completes the proof that
2p Ty 1-r1,

ER(V) > ER(IV) > ER(II) for x(1 - ry) + yry > 1, x <1, and y < 1.

Therefore, of the three equilibria that exist in the region
x(1 - rp) +yry3 >1, x <1, and y <1, V is strictly preferred by both
players. It is immediate that ER(V) < r3, and it can be shown that
EC(V) 2z ¢y iff xep 2 (1 - y)ej.

We now compare the payoffs at the dominant equilibirium, V, with the
payoffs under optimal inducement by COL. We have already noted that COL's
strategies are only marginally different in these two situations.

Comparison of ER(V) with (All) shows that ROW receives slightly less under

optimal inducement by COL than at V. [This also proves that ER(V) < ra.]
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Using (AlQ), it can be shown that COL's expected payoff under optimal

inducement, E*, exceeds EC(V) exactly when

C
x[l-1p-cp+cyr3] + yll-cy+cayrz] > 1 - c3 + cgr3. (A16)
It is easy to verify that the line defined by equality in (Al&) lies
below and to the left of x(1 - r;) + yry = 1 (see Figure 2). Therefore,
the region where EC*>-EC(V) is the entire triangle defined by
x(l - rp) +yr3 > 1, x <1, and y < 1, which is the shaded area shown in Figure 2,
Optimal inducement by COL thus increases COL's expected payoff signficantly

over Equilibrium V. Also, recall that E6*> ¢y whenever inducement by COL

is possible,
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FOOTNOTES

This game (VG) was originally suggested to Steven Brams by Danny
Kleinman in 1983; we are pleased to acknowledge its source.

The probabilities of error are 1 - x and 1 - y; in statistics, an
error of the latter kind (incorrectly signaling a violation) is a
type 1 error, and an error of the former kind (incorrectly signaling
compliance) is a type 2 error.

We have ignored a fourth pure strategy for COL —- consulting the
detector and assuming it is incorrect by choosing A if it signals
a violation and A otherwise. Unless x and y are small, this fourth
strategy would simply complicate the amalysis without adding any
significant features to the game. In fact, our analysis will focus
on relatively large values of x aund v,

Lynn (1985) gives details on bilateral and multilateral agreements

and assesses compliance with them.
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